APPENDIX G

STATEMENT OF ETHICSON INFORMATION TECHNOLOGY (IT) USE

WHEREAS IT now forms an integral part of instruction, @asch and administration of The
University of Hong Kong, and

WHEREAS IT use entails financial, legal and ethical consatiens, and
WHEREAS there is minimal regulation over IT use, and

WHEREAS IT use is a privilege not a right, and
WHEREAS the University is committed to the expansionesponsible IT use,

THE UNIVERSITY ADOPTS AND REQUIRES STRICT COMPLIANCE WITH THE
FOLLOWING STATEMENT OF ETHICSON IT USE.

APPLICATION

1. This Statement of Ethics applies to all useTo&i The University of Hong Kong. “IT” means all
IT facilities owned, operated by or located on cam@at the University, whether stand alone or
networked and including all hardware, software dat.

IT USE MUST BE AUTHORIZED

2. Use of IT at the University is primarily for ingctional, research or administrative purposes.

3. Authorized use means use pursuant to an inditidgon identification, source of funds, password
or user code and, in the case of stand alone [lities, appropriate permission.

4. Where IT is utilized for outside consultationdadirect practice, as distinct from general
educational work within the meaning of the TermsSefvice of the University, it shall be reported
and an appropriate payment made.

5. IT users shall not exceed their legitimate lefedccess or authority.

6. All IT use is, where applicable, also subjectthe regulations governing the use of central IT
services.

THE INTEGRITY OF THE IT SYSTEM MUST BE OBSERVED

7. The use of the IT system at the University iepliespect for and adherence to ethical standards
designed to protect the integrity of the IT syst@imerefore IT users agree not to engage or atteanpt
engage, in the following conduct; whether or na¢ntails the performance of any function by an IT
system:

a) unauthorized access or use of the IT system rezggadif any authorized subsidiary purpose;

b) deception, false use or impersonation of any otrsar's individual logon identification,
source of funds, password or user code;

¢) unauthorized modification of the IT system incluglideletion, alteration or destruction of
computer data or program or the introduction of potar viruses or other harmful input;



d) unauthorized modification of the contents of theshstem including any memory or other
storage medium with a view to impairing the religapiof, or accessibility to, data stored or
otherwise held in any IT system.

IT USE MUST BE RESPONSIBLE

8. Use of the IT facilities must not intrude upd tegitimate or convenient use of the facilitigs b
others. Trivial applications such as excessive gataging, message sending, storage use, or
outputting, constitute non-responsible use.

9. Responsible use entails accountability. All Bexs are accountable for charges incurred on their
respective accounts or sources of funds.

10. IT users should follow security features of thelities. Where a reasonable suspicion exisas$ th
either a breach of security has occurred, or &yiko occur, then the onus is upon the IT us¢ake
appropriate measures including the notificatiothefbreach to the Director of IT Services.

CONFIDENTIALITY AND PRIVACY OF OTHER IT USERSMUST BE RESPECTED

11. The use of the IT facilities must be in a marthat preserves the confidentiality and privacy of
others. Therefore, the reading or intercepting of, the electronic eavesdropping on, any
communication by or data held on the IT facilitigsich is intended for another user, is a breach of
these principles.

12. Where any breach occurs unintentionally, faneple through miskeying or during the course of
an authorized use, the use shall be discontinuedcst

13. Any subsequent disclosure of information oladimas a result of a breach of these principles,
other than to the Director of IT Services, shalstiitute a breach of this Statement of Ethics.

THE LAW MUST BE FOLLOWED AND PROPRIETARY OWNERSHIP OBSERVED

14. This Statement of Ethics is in addition to the on patents, trademarks, copyright, unfair
competition, trade secrets and contract, as weilh @sldition to any prior restrictions in relatiom
copying, resale, non-educational use or otherwise.

15. The University assumes no responsibility for eafringing, or non-permitted, use.

16. Non-compliance with this Statement of Ethicallskonstitute IT abuse. The Director of IT
Services shall take such action as he thinks apjptep and shall report repeated and serious
offences to the Computer Committee, which may renend appropriate action by the University.



